@Cffite of the pcpuig Attorney General
Hashingtom, B.C. 10530

MEMORANDUM

TO! Mary Jo White
United States Attorney
Southern District of New York

Louis Freeh
Directer
Federal Bureau of Investigation

Richard Secruggs
Counsel of Intelligence Policy and Review
Office of Intelligence Folicy and Review

Jo Ann Harrxris
Apalstant Attorney General
Criminal Divisicn

FROM: Jamie S. Goreld .
Deputy Attorn engral

RE: Instructions on Separation of Cextaln Forelgn

*

The United States Attorney's Cffice for the Socuthern
District of New York and the FBI have been conducting criminal
investigations of certain terrorist acts, including the bombing
of the World Trade Center, and potentlal obstruction of the
indicted case of United States v, Rahman, &% al. During the
course of those investigations significant counterintelligence
information hag been developed related to the activities and
plans of agenta of foreign powers operating in this country and
overseam, including previcualy unknown connections between
peparate terrorist groupa, Althcugh information and evidence
relevant to pessible future criminal prosecutions is still being
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sought, it has become cverwhelmingly apparent that there is a
compelling need to further develop and expand that foreign
counterintelligence information. Conseqguently, the FBI has
initiated a separate full field counterintelligsnce
investigation.

Althcugh the counterintelligence investigation may result in
the incidental collecticon ©f information relevant to possible
future criminal prosecutions, the primary purpcse of the counter-
intelligence investigation will be to collect foreign
counterintelligence infocrmation., Becauee the counterintelligence
investigation will involve the use of gurveillance techniques
authorized under the Foreign Intelligence Surveillance Act (FISA)
against targets that, in scme instances, had been subject to
surveillance under Title III, and because it will involve some of
the same sources and targets as the criminal investigation, we
believe that it is prudent to estsbliph a set of instructiona
that will clearly separate the counterintelligence investigation
from the more limited, but continued, criminal investigations,
These procedures, which go beyond what is legally required, will
prevent any risk of creating an unwarranted appearance that FISA
i being used to avold procedural safeguards which would apply in
a crimirnal investigation.

{1} The focums of the Foreign Counterintelligence (FCI)
investigaticn will be on preventing future terrxoriat acta
and obtaining foreign counterintelligence information about
the individuals and groups engaging in, or preparing to
engage in, terxorist activities in the United States and
abroad.

{2) The criminal invegtigaticns will focue con the indicted casen
of United states v, Yousef, et _al, and United Stafes v,

, and the potential ckstruction of the Rahman
cage. The criminal investigaticns will also focueg on the
conspiracy to bomb United States airlines recently uncovered
in the Philippines and the bombing of a Philippine airliner.

{3) No *prg-active® investlgative efforts or technical coverages
are preeently contemplated in any of the ongceing ¢riminal
investigations, which primarily focus cn past criminal
conduct, with the exception cf the obstructicn
investigation. 1If in the future, the criminal
investigations develop information requiring *preo-activer
efforts or technical coverages, the United States Attormeys
Office {USAO) and the criminal agents will consult with the
Office of Intelligence Policy and Review (OIPR), and the FCI
agents before undertaking such efforts, absent exigent
circumptances, in order to determine the impacr, if any, on

the FCI investigation.
s:
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The subjects, who dre presently under pen register
gurveillance in the criminal investigation, will be
investigated as FCI aubjects under the FCI guidelines using
all available techrniques, including FISA, without any
irection or contrel by the USAQ, Scuthern District of
New York or the Criminal Division, Department of Juastice.
The current pen registers will be discoptinued before any
FIEA-authorized gurveillances are initiated.

..l..Il.l.l...ll.lIl!l...llllllllll.!llllll.l.l" FBI1
memoxranda and investigativ eports, including 302's from
will be prepared as folliows:
information relating to the aforementioned indicted

cases and investigations, including the obetruction case
will be segregated into separate reports which will be
provided to the USAQ, OIPR, and the Criminal Division. all
foreign counterintelligence information (including all
foreign counterintelligence relating to future terrorist
activities) will be 3in classified reports which will be
provided to OIFR, but will not be provided either to the
crimiral agents, the USAO, or the Criminal Division, without
Federal Bureau of Investigation Headguartera and OIFR
concurrence, The FBI agent respongible fer handling the
will remain invelved in the on-going trial of

e , but will otherwise be assigned to
the forejgn counterintelligence investigation and report to
foreign counterintelligence supervinors.

Foreign counterintelligence collected during the course of
the FCI investigation will be dispeminated pursuant to FBI
guidelines and FISA: 1f, in the case of the FCI
investigation, facts or circumstances are developed that
reaporably indicate that a significant federal crime has
been, is being, or may be committed, the FBI and OIPR Bre
each independently respensible for notifying the USAO and
the Criminal Divimion. Notice shkall include thea facts and
circumetances developed Sduring the FCl investigation that
supplied the indication of significant federal criminal
activity, whether or not such activity relates to the
indicted cases or eriminal investigations referred to in
subparagraph (2) above. An Aseistant United States Attorney
(AUSA) from the Scuthern District of New York who has
knowledge pf, but no active involvement in, the on-going
criminal investigaticns, will continue to be assigned to
work with OIPR and the FCI agentd to review such foreign
intelligence informaticn to ensure that evidence that might
be exculpatory to any defendants currently under indictment
is promptly conpidered for dissemination to eriminal
investigative peraonnel, the USAC, and the Criminal

s?&m




a

- 4 =

Division. This AUSA will also serve to ensure, in
conjunction with the FBI and QIPR, that informatien which
reasonably indicates thar a pignificant federal crime haas
been, 1is being, or may be committed 18 appropriately
disseminated to criminal investigative personnel, the USAO,
and the Criminal Division pursuant to the procedures set
forth above, That AUSA will continue to be "walled off"
from participation in the on-going criminal investigations
.and cages and will continue to abide by all FISA
dissemination provisicns and guidelines,
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70 The Honorable Janet Reno

Attorney Genaral
FROM: Mary Jo White fg*(\\ v |
United States Atflorne¥ for the

Southern Diatrict of New York

RE: ‘Instructions Re FI and FGCI Investigations
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I balieve (subject to confirmation) that Mike Vatia and
Gil Childefs have worked out acceptable instructions for FI and
FCI inventigations in the Southarn District of New York.

You have also aspked whether T am qone:ally comfortable
with the instructions. It i- hard to be totally comfortable wiﬁh
) instructions‘ﬁo the FBI prohibiting contact with the United |
States Attorney's Offices when such prohibitions are not legally
reduirad. These instructiona leave entirely to OIPR and the
¢riminal Division whan, if evar, to contact affected U.S. -
Attérnayn on investiqations.including'torrorism and espionaga.
while I understand the need for centralization and control, this
mechonisn cuts out the U.S, Attorneys until the Criminal Division
decides with FBI Headquarters to open up a criminal

investigation, Our experilence has been that the FBI lakels of an
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investigztion as inteliigence or law enforcément can be guite
arbitrary depending upon the parsonnei involved and that the most
-effective way to combat terrorism is with as few labals and walls
as posgible 80 that wherever permissible, the right and left
hands " ar communicating.

As a legal maﬁter, vhenaver it is permissible for the
'éfiminal‘Divisiﬁn to be in contact with the PBI, it im equally
permissille for the FBI to bs in touch with the U.S. Attorneys'
Offices. To be gure, the tighter the controls are on such
contacts (i.@., limiting them to the Criminal Division), the
lower the risk of improper or FISA~vulnerable contacts. Henca, I.
understard not wanting tb have tha FBI automatically contact all
affected U,d, Attorneys' Offices whenaver thay contact the
Criminal Division. But there should be that obligation on the
criminal Division so that U;s. Attorneys ars made aware of
potential oriminal activity in their districts at the u&rliast
possible -~ and perﬁissible - time., We have a few changas that
we beiieve'would acbomplish this very ﬁodest compromise from the
viewpoint of the U.S. Attorneys: |

1. "Uniesﬁ othdrwisa specified by the Attorney
General" should be added to the firast eentence. This would allow
for carve-outs for spaecific situations in specific distriots.
(Mike Vatis has, I. believe, a'greac.i. with this.} |

2. The approval required beforas the FBI contacts_tha
U.8. AtLorney's Office should be limited to that of OIPR'ana'not
include the Criminal Division. That would seem to burden unduly

the notification mechanism and adds little if anything to the
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' sateguarﬁing c£ FIsA. Accordingly, in paragraph A.2, £he
folliowinyg words sﬁénld ba atricken t?om.the first sentenca, "the
ciiminai Divisicon and.ﬁ A new sentence should be inserted afﬁar.'
the first, stating, "The FBI and OIPR each indepenAently shall
notify tlra Criminal_DiVision of any such contaéts."

3. In a FISA investigation, once the Criminal
Division has concluded that criminal law enforcement concerns
exist the affacted U.S. Attorney's Office should be notified.
Accordingly, in paragraph A.3. the foliowing new santence should
~ba added after the first sentance, "The Criminal Diviaion shall
contact the partinent U.§. Attorney's Office(s) as soon
thereaftur as possible."

4. In the last gentence of paragraph A.B. the word
| "should" should be replaced with the word "“ehall."

5.‘ In paragraph A.9. the words "the Unilted States
Attorneyus," should be added betwaen "Criminal Division" and
"OIPR.," . |

§. In inveatiqaﬁions where FISA and ralated
‘invesﬁigntive afforts have not yet bean undertakan the affectad
U.S. Attcrney's Office should be included earlier in the process.
A:Cordinﬁly, the.téllowing sentence should ba added at the
conclusicn of paragraph B.1l.,, "The Criminal Division shall
‘contact the pertinent U.S. Attorﬁay's office(s), as soon
thereaftar aﬁ poasibla.," |

7. _In paragraph B.3. the pertinent U.S. Attorney's
Officas.ﬁhculd be included‘in the notification the Criminal

-3-
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"OIPR".

Division makes to the FBI and OI§R.

8. In the last sentencs of paragraph B.6. the word

"lhould" should be raplacad with tha word "shall.,"
| 9, In paragraph B.8. the words "the United States

Attorneym "ghould be inserted between "Criminal Division" and

A marXed-up copy of the instructioné with these
proposed changes is attached.

Thank you for your consideration.

M.J.W,

Attachmert

S egt  Mika vatis

S'd ' N _ G9EL 9228 WATT1:98  S6.

ET tNC



Office of the Mtnrm’g General
Washington, B, €. 20530

MEMORANT; UM |
TO: Asgistant Attorney General, Criminal Divieion

Director, FBRI
Counsel for Intelligence Policy JL_)n,le.sg
odherwnhe

ee.c.lFH‘-d LY '#

SUBJECT: Procedures for Contacts Bstween the FBI \G+#torney Geawr
Criminal Division Concerning Fore ntelligence and
Formign Counterintelligencea ticationa

- FROM: The Attornay General

, Thr procedures contained harei applr to foreign
intellicence (FI) and foreign counterintelligenca (FCI)
investigrtions conducted by the FBI, including investigations
related to espicnage and foreign and international terrorism,
The purjose &f thesa procedures is to ansure that FI and FCI
investijations are conducted lawfully, and that the Department’s
criminal and intelligence/countearintelligence functions are
properly coordinatad.

A, mmm_mm_nmmmmmm_zm
Suivelllance or Searches are Being Conducted

1, If, in the course 0f an FI or FCI investigation

utilizirg electronic surveillance or physical saarches under-the
- Foreign Intelligence Surveillance Act (FISA), factm or

eircums:ances are developad that reasonably indicate that a

significant faderal crime ham been, is baing, or may be

commitei:d, the FBI and OIPR each shall indapendently notifI the

Criminal Division. Notice to the Criminal Division shall include

the fac:.s and circumstances developed during the investigation

that support tha indication of significant federal criminal

activity. Tha FBI shall inform OIPR when it initiates contact

with thi Criminal Division. After this initial notification, the

Crimina. Division shall notify OIPR before angaging in

Bubstani.ive consultations with the FBI, as discussed in paragraph

5, balowr, - ' . _

. R The FBI shall not contact a U,8. Attornay’s Office
concexn.ng such an investigation without the approval of -eive-
s MERATETTH TEN-WCT V- 3 OIPRé In exigent circumetances, where
‘ mmadial’e cornta 8 U.5. Attorney’'s Cffice is appropriate
because of potentisl dangar to lifae or property, FBIHQ or an FBIl
tield ol'fice may make such notification, The Criminal Diviamion

¢

o

The FBIL wad OIPR eaoch u\cfc.Pe.nc(e.n-[-fy shall no{-'\Fy Zhe

e

F

.. ML e s :
lrimaad Uiiviclen s a.qy S‘UC-(» _Qbﬂ‘éa.c::ése.; 9228 WHET:90 S6. €1 NAC

£,



‘T"’\C- CF-M-\'\A—‘ xeisr20 s(mz.lf Q.ornLa-c:{- e
g>¢,¢-(-:nc.n-é U-S. Rffocney’s c?rr\cf-Cs‘) a5 sopQ
therecbdec a5 Possible.

and CIPF should be contacted and advised of the circumstances of

the investigation and the facts surrounding the notification as
scon as posseible.

3. If the Criminal Division concludes that the information
provided by the FBI or OIPR raises legitimate and significant
eriminal law enforcement concerns, it shall infgrm the FBI and
O1PR, ¥ Thereafter, the FBI may consult with the Criminal Division
concerning the investigation to the extent described in
paragrapas 5 and 6, below,

4. The FBI shell maintain a log'of.all contacts with the
Criminal Division, noting the time and participants involved in
any contiict, and briefly summarizing the content of any
communication.

- 5. The Criminal Division shall notify OIPR of, and give
OIPR the opportunity to participate in, consultations between the
FBI and riminal Division econcerning an FI or FCI investigation.
If OIPR .is uneble or doese not depire to participate in a
particular consultation, the Criminal Division will, after the
consulta:ion takes place, orally inform OIFR of the substance of
the commrinication in a timely fashien.

6. Consultations between the Criminal Division and the FBI
ghall be limited in the following manner: The FBI will apprise
the Criminal Division, on a timely basis, of information
developed during the FI or FCI investigation that relates to
. significant federal criminal activity. The Criminal DPivision may
give guilance to the FBI aimed at preserving the option of a
criminal prosecution, (For exampla, the Criminal Division may
provide advice on the handling of sensitive human sources soc that
they would not be compromiged in the event of an ultimate
decision to pursue criminal prosecution.) The Criminal Division
ghall nc:, hewever, instruct the FBI on the operation,
continua:zion, or expansion ©f FISA electronic surveillance or
physical searches. Additionally, the FBI and Criminal Division
should easpure that advice intended to preserve the option of a
criminal prosecution does not inadvertently result in either the
fact or the appearance of the Criminal Division’s directing or
controllzng the FI or FCI investigation toward law enfoxrcement
objectives.

7. In a FISA renewal application concerning such an
investication, OIPR shall apprise the Foreign Intelligence
Surveillance Couxrt (FI8SC) of the exletence of, and basis for,
contacts between the FBI and Criminal Division, in order to keep
the FISC informed of the ¢criminal justice aspects of the ongeoing
investigation. ‘



8. In the event the Criminal Division ¢oncludes that :
circumistances exist that indicate the need to consider initiation
of a eiximinal investigation or prosecution, it shall immediately
notify OIPR. The Criminal Divigion and OIPR shwewdd contact the gﬂné-l

pertinent U.S. Attorney’s Office as soon thersafter aB pospibie.
Skttt Qffocne

United
9.  Any disagreement among the Criminal DIVISIOR, OIPR, RN
the FB! concerning the application of these procedures in a
particular case, or concerning the propriety of dinitiating a
eriminnl investigation or preosecution, shall be raissd with the
Deputy Attorney General. :

B. |;.| t . W
Bt ‘ e o o

o1, If, in the course of an FI or FCI investigatiocn in
which #'ISA electronic survelllance or physical searches are not
being vonducted, facts or civcumstances are develeped that
veasonibly indicate that a mignificant faderal crime has been, is
being, or may be committed, the FBI shall notify the Criminal
Divisian. Notice to the Criminal Divisien shall includs the
facts and circumstances developed during the investigation that
support the indication of significant fedaral criminal acniViEEQJF

2. The FBI shall not contact a U.5, Attorney’'s Offlice
concerring such an investigation without the approval of the
Criminal Division, and notice te OIPR., In axigent circumstances,
where ‘mmadiate contact with a U.§, Attorha{'l Office i
appropriate becauns of potential danger to life or property,

FBIHQ «r an FEI field office may make guch notification. The
Criminunl Division and OIFR should be contacted and advised of the.
circumytances of the investigation and the facts surrcunding the
netification as soon as poasible.

3. If the Criminal Division concludes that the informatic

- provided by the FBI raises legitimate and significant criminal e
law enforcement concerns, it shall notify the FBI/AM : QegégnesCE

Thereaftex, the FBI may consult with the Criminal”pivieion U.5. Attoen:

concerning the investigation. o L

4. The Criminal Division will be responsible for orally
: informing OIPR of ita contacte and consultations with the FBI
\ concerning such an invastigation. :

_ 5. The FBI shall maintain a log of all contacts with the
Criminal Division, noting the time and participants involved in
any cortact, and briefly summarizing thea content of any
communization. :

6. In the evant the Criminal Division ccnbludas that

circumstances exist that indicate the nesd to consider initiation
of a oriminal investigation or prosacution, it shall immediately

“The | C cvominedd Dwision ‘?.C\a.ua cocteet "’Lc‘f perdinent U S,
Attotney 's OQ?cce(s:S as Soon thececSfec as e ssi e .
SR _ N
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notify OIPR. The Criminal Division and QIPR : centact the -
pertinent. U.§. Attorney’'s O‘fice as soon thereafter as possiltle,

7. If, during an FI or FCI investigation, a FISA
electron:.c surveillance or search is undertaken after the FBI has
consulte:l with the Criminal Division, the procedures set forth in

section h., above, shall apply. cg\“‘- l)n\":uf 94‘_‘“ Hfreney
i

8. Any disagraement: among the Criminal Division, OIPR, and
the FBI voncerning the application of these procedures lin a
particulir case, or concerning the propriety of initiating a
criminal investigation or prosecution, shall be raised with the
Deputy Al torney General.

EIEL 9248 WHET:9@ 6. £7 HIO0
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U. S. Departmeit of Justice

Office of the Deputy Attorney General

A

Executive Office for National Secirity

Washington, D.C. 20530 : :
June 19, 1995 PAECUTIVL Lo e

MEMORANDUM FOR THE ATTORNEY GENERAL

THROUGH: THE DEPUTY ATTORNEY GENEﬁ%;;ﬁégg-

FROM : Michael VatishY
Deputy Director, Executive Office for National Security

SUBJECT: Procedures for Contacts between the FBI and the
' Criminal Division Concerning Foreign Intelligence and
Foreign Counterintelligence Investigations

Following my conversations with U.S. Attorney Mary Jo White
and AUSA Gil Childers of the Southexn District of New York
regarding Mary Jo's first set of recommended changes to the draft
procedures, Mary Jo has now sent you a second memorandum
{attached at Tab A) proposing additional changes ({(some cf which
repeat proposals from her first mémorandum). Mary Jo’s chief
concern is ensuring that the draft procedures not affect the
SDNY’s existing terrorism cases and the existing instructions
that we instituted to deal with specific overlapping FI and
criminal investigations in that district. I assured Gil that
these draft procedures did not affect the existing instructions,
and told him that we could add language to the draft procedures
to make this clear (see section 1, below).. In addition, I
recommend sending a separate memo to the AAG, Criminal Division;
the Counsel for Intelligence Policy; the Director, FBI; and the
U.S. Attorney for the Southern District of New York spe01fy1ng
that these draft procedures do not affect the existing
instructions governing FI investigations in the SDNY. A memo to
that effect is attached at Tab B.

Listed below are Mary Jo’'s additional proposed changes and
my recommended responses: A revised draft of the procedures
'1ncorporat1ng some of Mary Jo’s changes is attached at Tab C.

1. Mary Jo suggests amending the first sentence of the
procedures to allow for "carve-outs" from the procedures for
specific situations in specific districts . The first sentence
would read: "The procedures contained herein, unless otherwise
specified by the Attorney General, apply to foreign intelligence
(FI) and foreign counterintelligence (FCI) investigations
‘conducted by the FBI, including investigations related to
espionage and foreign and international terrorism.




I recommend making this change. As discussed above, this
change, along with the memo at Tab B, would make clear that the
existing instructions regarding the FI and criminal

investigations in the SDNY are not affected by the draft
procedures. .

2. Mary Jo suggests that only OIPR’s, and not Crim.
Div.’s, approval should be required before the FBI contacts the
pertinent U.S. Attorney’'s Office.

I recommend rejecting this change. The draft prOCedureé_

‘attempt to establish a collaborative process between Crim. Div.

and OIPR, and I would be reluctant to exclude Crim. Div. from
this part of the decisionmaking process. Contrary to Mary Jo’'s

‘'suggestion, requiring Crim. Div.'s as well] as OIPR’s approval

should not be unduly burdensome, since the FBI will already be in
contact with both Crim. Div. and OIPR, and both components will
have been kept apprised of the progress of the investigation.

Furthermore, requiring Crim. Div.’s approval before
notification of a USAO is entirely consistent with the revision
of Chap. 90 of the U.S. Attorneys’' Manual, which has beeén '
approved by the DAG and the AGAC (including Mary Jo). That
Chapter makes clear that the AAG, Criminal Division, shall
supervise all criminal cases involving national security matters.
It also provides that the AAG will notify the pertinent U.S.
Attorney "as soon as possible® following the referral to Crim. of
a criminal investigation regarding a national security matter.

'~ It follows that a USAO should pot be notified of a national

security investigation -- particularly one that has not yet
developed into a criminal case -- without the approval of the

ARG, Criminal Division.

3. Mary Jo suggests'that once Crim. decides that "ecriminal
law enforcement concernsg exist" in a FISA investigation, the
pertinent USAO should be notified.

I recommend rejecting this change. Notifying the USAO as
soon as law enforcement concerns exist -- but before Crim. thinks
that the investigation should "go criminal" -- is simply too
early. The purpose of the procedures is to allow criminal
prosecutors to advise FBI agents on how to conduct an FI

‘investigation without prejudicing a possible criminal

prosecution, while at the same time making sure that the
prosecutors do not -- in appearance or reality -- exert direction
or control over the FI investigation. If a USAO is brought in
any time significant law enforcement concerns exist -- which
could be very common in terrorism and espionage cases -- this
delicate balance could be disrupted, and it could create the
appearance that the FI investigation’'s true purpose was criminal.
In addition, it may not be entirely clear at this early stage
where venue lies; it therefore may not be clear which USAO(s)

2



'should be notified.

Instead, the USAO should be brought in only after Crim. Diwv.
decides that DoJ should consider initiating a criminal.
investigation or prosecution, allowing the USAOC to weigh in on
this decision. Paragraphs A.8 and B.6 of the draft procedures
already provide for this.

4. Mary Jo suggests that the obligation teo notify the
pertinent USAO when Crim. Div. decides that we need to considerx
"going criminal" should be mandatory, rather than merely
hortatory. Accordingly, she would change "should" to "shall" in
paragraph A.8.

I recommend making this change. The reason "should" was
used was to provide some flexibility to permit non-notification

in gspecial circumstances (e.q., where there was a concern about
leaks in a particular USAO, etc.). I believe that other language
in this sentence -- sgpecifically, that Crim. Div. and OIPR will

contact the pertinent USAO "as soon thereafter as possible"
provide sufficient flexibility to deal with such circumstances.

.5, Mary Jo would amend paragraph A.9. as follows: "Any
disagreement among the Criminal DlVlSion, United States
Attorneys, OIPR, and the FBI concerning the application of these
procedures in a particular case, or concerning the propriety of
initiating a criminal investigation or prosecution, shall be
raised with the Deputy Attorney General.®

I recommend making this changa.

6. Mary Jo suggests that for FI investigations in which
FISA techniques are not yet being utilized, USAOs should be
included earlier in the process. Thus, she would require notice
to the pertinent USAC during such investigations as soon as Crim.
Div. is notified -- that is, whenever facts or circumstances are
developed that reasonably indicate that a significant federal
crime has been, is being, or may be committed.

I recommend rejecting this change. An FI investigation that
goes anywhere is likely to utilize FISA techniques at some point.
But if a USAC has already been brought in before the FISA
techniques are initiated, it will be even more difficult to avoid
the appearance that the FI investigation had a predominantly
criminal purpose from the outset. As a result, the FISA court
might eéven refuse to authorize FISA surveillance or physical
searches if a USAO has already become 1nvolved in such an
1nvest1gdtlon

7. Mary Jo suggests that in an FI investigation in which
FISA techniques are not yet being used, the USAO should be
notified whenever Crim. Div decides that significant law

3
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enforcement interests exist.

I recommend rejecting this change for the reasons discussed.
in section 3, above.

'8. Mary Jo suggests changing "should" to "shall" in
~paragraph B.6.

I recommend making this change for the reasons dlscussed in
section 4, above

9. Mary Jo suggests adding "United States Attorneys" to
paragraph B.8, so that when USAs are dissatisfied with the
application of the procedures in a particular case, they too can
raise the issue with the DAG. :

I recommend making this change for the reasons dlSCHSSEd in
section 5, above.

* kK
RECOMMENDATION: That you sign the memoranda attached at Tabs
B and C.
Attachments

cc: Merrick Garland
Paul Fishman
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U. S. Department of Justice

. Ofﬁce of the Deputy Attomey General

Executive Office for National Security

Washington, D.C. 20530

July 14, 1995
MEMORANDUM FOR THE DEPUTY ATTORNEY GENERAL

THROUGH: Merrick Garland ‘M _
' ‘Principal Associate Deputy Attorney General .

£
FROM: Michael VatisMi/

SUBJECT: Procedures for Contacts Between the FBI and the
Criminal Division Concerning Foreign Intelligence and
Foreign Counterintelligence Investigations

Attached at Tab A are Mary Jo White’s latest suggested
revisions to the draft procedures, as well as your own changes to
her revisions. Attached at Tab B is a redlined version of
revised procedures, incorporating your changes. Attached at Tab
¢ is. a clean version of the revised procedures, ready for the
AG’s signature. Finally, attached at Tab D is a second copy of
the memo, originally sent to the AG on June 19, stating that
these procedures do not affect the March 4 instructions governing
specific FCI and criminal investigations. (I worked this out
with Mary Jo last month.)

Per Merrick’'s request, I have discussed Mary Jo's proposed
revisions with Jim Reynolds. Jim still believes that Mary Jo's
changes would require involvement of USAOs too early in the

process -- before CRM decides that we should initiate a criminal -
investigation. This would raise all the problems detailed in my
earlier memoranda to you and the AG -- in short, if these cases

are not carefully monitored and coordinated by Main Justice and
FBIHQ, we run the risk of prejudicing potential criminal
‘prosecutions down the road. ' '

Jim notes that CRM in fact is likely to consult early on
with some USAOs, including the Southern District of New York,
which are experienced with FI and FCI matters and understand the
legal and practical difficulties in coordinating intelligence and
~criminal investigations. But we simply cannot write into the
procedures that we will treat some USAOs differently from others.
Jim agrees that your proposed changes to Mary Jo’s language would
‘afford CRM the necessary flexibility to decide when it is
appropriate to consult with a particular USAO. -

I RECOMMEND THAT THE AG SIGN THE MEMOS AT TABS C AND D.
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United Statis Attorney’s Office : ‘Mary Jo White
Southern District of New York ' _ ~ Unijted States Attorney

United Statis Courthause
One St. Andrew’s Plaza
New York, Mew York 10007
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MEMORBIDTIY
TO: Assistant Attorney General Criminal Divigion
' Director, FBI _
Counsel for el snce Poliey
Tle Uit 1.5 (D
FROM: The Attorney_caneral

SUBJECT: Procadureg for Contacts Between the FBI and the
Criminmal Divisicn Concerning Foreign Intelligence and
Foraign Counterintalligence Investlgations

The procedures ¢ontalned herein, unlegs otharwige specified
by “the Attornay Genaral, apply to foreign intelligance (FI) and
foraign ccunterintelligence (FCI) investigations conductaed by thae
FBI, including invescigationa related to esplonage and foreign

. and interrational tarrorism., The purpose of these procedures is

to ensure that FI and FCI investigations are conducted lawfully,
and that the Department’a eriminal and

intellige1ce/counterintelligence functions are properly
coordinared, .

A.  Conty During an T Invemtdc

Survaillance ox Rearches are Peing Conductod

1. 1f, in the course of an FI or FCI investigation
utilizing electyxonic surveillance or physical eearchas under the.
Forsign Intelligence Surveillance Act (FISA), fact- or

‘circumetaiices are developed that reasonadbly indicate that a
significant federal crime has been, is belng, or may be

committed, the FBI and OIPR each shall independently notify the
Criminal liivieion., Notice to the Criminal Division shall include
the facts and circumstances daveloped during the investigation

- that guppirt the indicetion of significant federal criminal .

activity. The FBI shall inform OIPR when 1t initiates contact
wirh the Uriminal Division. After this initial notificatxon, the
Criminal flivision shall notlify OXPR kefore engaging in
substantive consultations with the FBI, ae discugsed in paragraph
5, balow.

2. The FBI shall not contact a U.S, Attorney's Office
concernini; such an investigation without the approval of the
criminal {ivision and OIPR. 1In exlgent circumatances, wherxe
immediata contact with a U.s. Attorney's Office is appropriats
because o' potential danger to life or property, FBIHQ or an FBI
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field office nay'f Atidn. The Criminal Division
and QIPR should M

the 1nven:1gat'”‘ and the facts curroundinq the notification as

providedfiy the FBI or OIPR raises legitimate agd si 1£icant
c*imi-&,,taw enforcement concarns, it shall inform t FBI and
OIPFR Mereafter, the FBI may consult with the Crxmlnal Division
concerning the investigaticn to the extent described in
paragraphs 5 and &, below.

4. The FBI shall maintain a log of all contacts with the
Criminal Division, noting the time and participants involved in
any contact, and briefly summarizing the content of any
comnunication.

5. The Criminal Divisicon shall notify OIPR of, and give
OIPR the cpportunity to participate in, consultations betwaen the
"FBI and Criminal Divieion concerning an FI o FCI investigation.
"1f OIPR is unable or does not desire to participate in a
particular consultation, the Criminal Divigion will, after the
consultation takes place, orally inform OIPR of the substance of
the communication in & timely faghion.

6. Consultations between the Criminal Division and the FBI
shall be limited in the following manner: ©The FBI will apprlae
the Criminal Division, on a timely basie, of information
developed during the FI or FCI investigation that relates to
signlificant federal criminal activity. The Criminal Division may
give guidance to the FBI aimad at preservini the option of a
criminal prosecution. (For example, the Criminal Division may
provida advice on tha handling of sensitive human sources so that
Lhey would not be compromised in the event of an ultimate
decigion to pursue criminal prosecution.) The Criminal Division
shall not, however, instruct the FBI on the operation,
continuation, or expansion of FISA electronic surveillance or
physical smearches. Additionally, the FBI and Criminal Division
should ensure that advice intended to preserve the option of a
criminal }prosecution does not inadvertently result in either the
fact or tle appearanca of the Criminal Divielon’s directing or

controllinrg the FI or FCI investigation toward law enforcement
objecuiveyu.

7. In a FISA renewal application coucernlng such an
investigation, OIPR shall apprise the Foreign Intelligence
Burveillarce Couxrt (FISC) of the existence of, and basis for,
contacts Letwean the FBI and Criminal Divisicn, in order to keap
ths FISC Informed of the criminal justlce aspacts of the ongoing
investigat ion.

De protrat US Avber,'s Officclsinae )

contacted and adviged of the circumstances of

‘zhe Crim11al Divislon concludes that the informaticn ;,@fuﬁ;

l-{MMo’h
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8. 'In the fAvent the Criminal Division concludea that

circumstamcaa axljet that indicate the need to consider initiation

of a criminal investigation or prosecution, it shall immediately
notify OIFR. Thpe Criminal Divipion and OIPR shall contact the
perclnant U.S. Attorney’s Office as Boon thereafter as possible.

9, any disagreement among tha Criminal Divielion, United

States Attornaeys, OIPR, and the FBI concarning the application of

these procedurks in a particular case, or concerning the
propriety of jnitiating a criminal investigatioa or progecution,
shall be 1alspd with the Deputy Attorney Ganeral. '

B. Sontiactg During gn or FCI_Iavestigation in Which No FIsa
Survalllance or Se hes Are Belng Copducted '

[

1. If, ™4 _the course of an FI or FCI inventigation in
which FISA electron E“wusue%léggce or physical searches are npot
being conducted, facts or cirY stmances are developed that
‘reasonably indicate that a significaitfadaral crime has been, is
being, or may be committed, the FBI shall notity-the. rzmanal
- Division. Notice to the Criminal Division shall inclu
facts and clrcumatances developed during the ;nveatigation th&bm
support the indication of eignificant federal criminal activity

2. The FBI shall not contact a U.8. Attoxney’s Office
concarning such an investigation without the approval of the
Criminal Livision, and notice to OIPR. In exligent circumgtances,
where immedliarce contact with a U.S, Attorney’'s Office is
appropriate bgcause of potential danger te life or properxty,
FBIHQ or &n FBI field office may make such notification. The
Criminal Liviaion and OIPR should be contactad and advised of th
ﬁcircumstancea of the investigaticn and the factes surrounding the
- notification asg aocn as possible.

' 3. If the Criminal Division concludes that the informaticn
provided Ly the FBI raiges legitimate and significant criminal
law enforcement copcerns, it shall notify the FBI and OIPR,
Thereaftex, the FBI may consult with tha Criminal D;viaion
ccncerninq the inve&:igation

4. The Criminal Division will be responsible for orally
informing OIFR of ite contacts and consultations with the FBI
concerning such an investigation.

5. The FBI shall maintain a log of all contacts with the
Criminal Livieion, noting tha time and participants involved in
_ any contact, and brxefly summerizing the content of any
~_commun1catlon.

G. In the event ﬁhe Criminal Divieion cencludes chgt.
clrcumstarces axipt that indicate the need to consider initiation
of a criminal investigation or progecution, it shall immediately

3




notify OI?R. The Criminal Divigion and OIFR shall contact thae
pertinent U.B. Attorney’'s Office as soon thereafter ag posgaible.

7. If, during an FI or FCI inveztigation. 8 FI8A '
electroni s surveillance or search is undertaken after the FBI has
consulted with the Criminal Division, the procedures set forth in
section 2., above, shall apply. ¢

8. Any disugreemant among the Criminal Divieion, United
States At:orneys, OIPR, and the FE! concerning the application of
theea prccedures in & particular case, or concarning the

propriecy of initiating a criminal investligation or prosecution,
ahall be cazsed with the Deputy Attorney Gcneral,
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 @ffice of the Attarnen General
" Washington. B. € 20530

July 19, 1995

MEMORANDUM

TO: Assistant Attorney General, Criminal Division
United States Attorney, Southern District of New York
Director, - FBI '
Counsel for Intellj eﬁgp Policy

FROM: The Attorne

' SUBJECT: Effect of Pfocedures Governing FBI-Criminal DiviSion-

Contacts ing FI/FCI Investigations on Specific
Instructiors Concerning Separation of Certain FCI and
Criminal Investigations -

The memorandum issued by me today regarding procedures for
contacts between the FBI and the Criminal Division concerning
foreign inteliigence and foreign counterintelligence
investigations does not affect the specific instructions,
contained in a memorandum from the TNeputy Attorney General issued
March 4, 1995, governing the separation of certain foreign
counterintelligence and criminal investigations. Those
instructions remain in effect.



Office of the Attarney General
Washington, B. €. 20530

July 19, 1995

MEMORANDUM

TO: Assistant Attorney General, Criminal Division
' Director, FBI

Counsel for Inteldigence Policy

The Unite tat _]Attorneys

FROM: The Attdrne [

SUBJECT: Procedd?gg for Contacts Between the FBI and the
Criminal Diivision Concerning Foreign Intelligence and
Foreign Cdunterintelligence Investigations

The procedures contained herein, unless otherwise specified
by the Attorney General, apply to foreign intelligence (FI) and
foreign counterintelligence (FCI) investigations ¢conducted by the
FBI, including 1nvestlgat10ns related to espionage and foreign
and international terrorism. The purpose of these procedures isg
to ensure that FI and FCI investigations are conducted lawfully,
‘and that the Department’s criminal and

1nte111gence/counter1ntell1gence functlons are properly
coordinated.

A. Contacts Duxing ap FI or FCI Investigation in Which FISA
Surveillan Y Searc are Bein n ed
1. - 1If, in the course of an FI or FCI-lnvestigation

utlllzlng electronlc surveillance or physical seaxches under the
Forelgn Intelligence Surveillance Act (FISA), facts ox
.circumstances are developed that reasonably indicate that a
significant federal crime has been, is being, or may be
committed, the FBI and OIPR each shall independently notify the
Criminal Division. Notice to the Criminal Division shall include
the facts and circumstances developed during the investigation
that support the indication of significant federal criminal
activity. The FBI shall inform OIPR when it initiates contact
with the Criminal Division. After this initial notification, the
Criminal Division shall notify OIPR before engaging in

‘substantive consultations with the FBI, as discussed in paragraph
5, below. : '

2, The FBI shall not contact a U.S. Attorney’'s Office
concerning such an investigation without the approval of the
Criminal Division and OIPR. In exigent circumstances, where
immediate contact with a U.S. Attorney's Office is appropriate




because of potential danger to life or property, FBIHQ or an FBI
field office may make such notification. The Criminal Division
and OIPR should be contacted and advised. of the circumstances of

_the investigation and the facts surroundlng the notification as
soon as possible.

3. If the Criminal Division concludes that the information
provided by the FBI or OIPR raises legitimate and significant
criminal law enforcement concerns, it shall inform the FBI and
OIPR. The Criminal Division may, in appropriate circumstances,
contact the pertinent U.S. Attorney’s Office for the purpose of
evaluating the information. Thereafter, the FBI may consult with
the Criminal Division concerning the 1nvest1gatlon to the extent
- described in paragraphs 5 and 6, below.

: 4. The FBI shall maintain a log of all contacts with the
Criminal Division, noting the time and participants involved in
any contact, and briefly summarizing the content of any
communlcatlon '

5. The Criminal Division shall notify OIPR of, and give
OIPR the opportunity to partlclpate in, consultatlons between the
FBI and Criminal Division concerning an FI or FCI investigation.
If OIPR is unable or does not desire to participate in a
particular consultation, the Criminal Division will, aftexr the

consultation takes place, orally inform OIPR of the substance of
the communication in a timely fashion.

_ 6. Consultations between the Criminal Division and the FBI
shall be limited in the following manner: The FBI will apprise
the Criminal Division, on a timely basis, of information
developed during the FI or FCI investigation that relates to

" significant federal criminal activity. The Criminal Division may
give guidance to the FBI aimed at preserving the option of a
criminal prosecution. (For example, the Criminal Division may
provide advice on the handling of sensitive human sources so that
‘they would not be compromised in the event of an ultimate
decision to pursue criminal prosecution.) The Criminal Division
shall not, however, instruct the FBI on the operation,
continuation, or expansion of FISA electronic surveillance or
physical searches. Additionally, the FBI and Criminal Division
- should ensure that advice intended to preserve the option of a
criminal prosecution does not inadvertently result in either the
fact or the appearance of the Criminal Division’s directing or
controlling the FI or FCI investigation toward law enforcement
objectives. : '

7. In a FISA renewal application concerning such an

" investigation, OIPR shall apprise the Foreign Intelligence
Surveillance Court {(FISC)} of the existence of, and basis for, any
contacts among the FBI, the Criminal Division, and a U.S.




Attorney‘’s Office, in order to keep the FISC informed of the
criminal justice aspects of the ongoing investigation.

B. In the ‘event the Criminal Division concludes that
circumstances exist that indicate the need to consider initiation
of a criminal investigation or prosecution, it shall immediately
‘notify OIPR. The Criminal Division and OIPR shall contact the
pertlnent U.s. Attorney s Office as soon thereafter as possible.

9. Any disagreement among the Criminal Division, United
States Attorneys,. OIPR, and the FBI concerning the application of
" these procedures in a partlcular case, or concerning the
propriety of initiating a criminal investigation or prosecution,
shall be raised with the Deputy Attorney General

B. Contacts During an FI or FCI Investigation in Which No FISA
Surveillance or Searches Are Being Conducted

1. If, in the course of an FI or FCI investigation in
which FISA electronic surveillance or physical searches are not
being conducted, facts or circumstances are developed that
reasonably indicate that a significant federal crime has been, is
being, or may be committed, the FBI shall notify the Criminal
Division. Notice to the Criminal Division shall include the
facts and circumstarices developed during the investigation that
support the indication of 51gn1flcant federal criminal. activity.
The Criminal Division may, in appropriate circumstances, contact
the pertinent U.S. Attorney's Office for the purpose of '
evaluating the information. o :

2. The FBI shall not contact a U.S. Attorney's Office
concerning such an investigation without the approval of the
Criminal Division, and notice to OIPR. In exigent circumstances,
where immediate contact with a U.S. Attorney’s Office is
appropriate because of potential danger to life or property,
FBIHQ or an FBI field office may make such notification. The
Criminal Division and OIPR should be contacted and advised of the
circumstances of the investigation and the facts surroundlng the
notlflcatlon as. soon as possible,

3. I1f the Criminal D1V1510n concludes that the information
‘provided by the FBI raises legitimate and significant criminal
law enforcement concerns, it shall notify the FBI and OIFR.
‘Thereafter, the FBI may consult with the Criminal Division
concerning the lnvestlgatlon

4. The Criminal Division will be responsible for orally
informing OIPR of its contacts and consultations with the FBI
concerning such an investigation.

5. The FBI shall maintain a log of all contacts with the
Criminal Division, noting the time and participants involved in

3
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any contact, and briefly. summarlzlng the content of any
communlcatlon.

6. In the event the Criminal Division concludes that
circumstances exist that indicate the need to consider initiation
of a criminal investigation or prosecution, it shall immediately
notify OIPR. The Criminal Division and OIPR shall contact the

pertlnent U.Ss. Attorney’s Office as soon thereafter as possible.

7. If, during an FI or FCI 1nvestlgatlon, a FISA

"electronic surveillance or search is undertaken after the FBI has

consulted with the Criminal Division, the procedures set forth in
section A., above, shall apply. ) ' '

8. Any disagreement among the Criminal Division, United
States Attorneys, OIPR, and the FBI concerning the application of
these procedures in a particular case, or concerning the _
propriety of initiating a criminal investigation or prosecution,
shall be raised with the Deputy Attorney General.



